
blekitny.ex  ( tyst)
172.20

zils.ex
172.18

kurvameelne.ex
172.17

konservativs.ex
172.19

SCADA

TCP 22, 179
Linux 2.6.x

DMZDMZ

172.20.10.0 172.18.1.0

10.100.3.0

10.100.0.1
Tech-router-int.green.ex

10.100.0.2
Root-dns.green.ex

10.100.0.9
Zabbix

10.100.0.200
Www.white.ex

Proxy
Rsync

ssh

10.100.0.0

10.100.0.3
Mailserver.white.ex

10.110.103.2
Tech-router-ext.green.ex

10.110.103.0

10.110.96.1

10.110.96.1 10.110.96.5 10.110.96.9

10.110.96.10

10.110.96.0

TCP 22, 179
Linux 2.6.x

10.110.32.5

10.110.32.0

10.110.48.243 10.110.48.233
OP2

10.110.48.150
OP1

10.110.48.10
Fmserver.ex

10.110.48.130 10.110.48.216
ÖV-LED

10.110.48.235 10.110.48.214

10.110.48.165
OP3

10.110.48.1

10.110.48.235
OP4

10.110.48.0

172.19.1.0

10.199.0.5

10.199.0.0

10.110.90.0

10.110.90.10
Webhotel2.ex

10.110.90.11
Rykandenyheter.ex

10.110.90.51
Bnytt.ex

10.110.90.52
Bilskojarn.ex

10.110.90.54
Segelklubben.ex

10.110.90.54
Telerim.ex

10.110.90.55
Jonasbilar.ex

10.110.90.56
Repgubbar.ex

10.110.90.57
Corren.ex

172.16.45.0

10.110.68.0

10.110.68.2
Albastru-router.green.ex

10.110.39.0

10.110.39.1

10.110.0.0

10.110.0.5 10.110.0.9 10.110.0.10

10.110.116.0
10.110.22.0 10.110.26.0

10.110.26.1

10.110.128.0

10.110.116.1

10.110.13.0
10.110.134.0

10.110.134.1

DMZ

172.19.1.2
Dns.konservativs.ex

172.19.1.3
ntp.konservativs.ex

sale:nicole1

172.19.1.4
portal.konservativs.ex

172.19.1.5
www.konservativs.ex

172.19.1.6
historian.konservativs.ex

historian:historian
Admin:root

172.19.1.10
news.konservativs.ex

172.19.1.14-255 172.19.1.0-1

172.17.1.0

172.17.1.2
Dns.kurvameelne.ex

172.17.1.3
ntp.kurvameelne.ex

sale:nicole1

172.17.1.4
portal.kurvameelne.ex

172.17.1.5
www.kurvameelne.ex

172.17.1.6
historian.kurvameelne.ex

172.17.1.10
news.kurvameelne.ex

172.16.1.0

172.20.10.1 172.20.10.10
Webhotel2.ex

172.20.10.21-25

DMZ

172.18.1.2
Dns.zils.ex

172.18.1.3
ntp.zils.ex

sale:nicole1

172.18.1.4
portal.zils.ex

172.18.1.5
www.zils.ex

172.18.1.6
historian.zils.ex

172.18.1.10
news.zils.ex

172.18.1.14-255 172.18.1.0-1

10.110.132.0

10.110.132.3
Service.ex

10.110.132.10
Michail.ex

172.20.1.0

10.110.13.1

172.16.45.10
Webhotel.ex

172.16.45.11
Boogle.ex

172.16.45.12
Davidorf.ex

10.110.32.2 10.110.32.610.110.32.10

10.110.64.0

10.110.64.6 10.110.128.1 10.110.132.110.110.22.110.110.0.1 10.110.0.2

10.199.0.1 10.199.0.3

10.110.96.2

10.199.0.4

10.110.103.1 10.110.116.2
Kurvameelne-router.green.ex

10.110.128.2 10.110.132.2 10.110.134.2
zils-router.green.ex

10.110.13.2
sinine-router.green.ex

10.110.22.2 10.110.26.2
konservativs-router.green.ex

10.110.0.6 10.110.39.2
blekitny-router.green.ex

10.110.96.610.110.32.9 10.110.68.1

10.110.64.5 10.110.64.9 10.110.64.10

10.110.64.1 10.110.64.2 10.110.90.1 10.110.90.2 10.110.90.3 10.110.90.4 10.110.90.610.110.68.3 10.110.68.4

10.199.0.2

172.20.4.0

10.110.32.6

BACKOFFICE MANAGEMENTSCADA

172.18.4.0

172.18.4.10
Supervisor.zils.ex

BACKOFFICE

172.18.2.0

MANAGEMENT

172.18.3.0

172.18.3.253

SCADA

172.19.4.0

172.19.4.10
Supervisor.konservativs.ex

BACKOFFICE

172.19.2.0

MANAGEMENT

172.19.3.0

SCADA

172.17.4.0

172.17.4.10
Supervisor.kurvameelne.ex.ex

BACKOFFICE MANAGEMENT

172.17.3.0

172.19.2.5 172.19.2.8 172.19.2.10

172.19.2.20 172.19.2.21 172.19.2.25

172.19.2.27 172.19.2.32 172.19.2.33

172.19.2.34 172.19.2.36

172.19.4.1:10000
172.19.3.254:10000

root:password, endast webmin
owned:abc123, UID=0

172.17.1.1:10000
root:EuRu1es, endast webmin

172.20.3.0172.17.2.0

172.17.2.1 172.17.2.5

172.17.2.8 172.17.2.10

172.17.2.11 172.17.2.12

172.17.2.13 172.17.2.21

172.18.4.1
172.18.3.254

root:password, endast webmin
owned:abc123, UID=0

albastru.ex
172.21

SCADADMZ

172.21.1.0

172.21.1.2
Dns.albastru.ex

172.21.1.3
ntp.albastru.ex

sale:nicole1

172.21.1.4
portal.albastru.ex

172.21.1.5
www.albastru.ex

172.21.1.6
historian.albastru.ex
historian:historian

admin:root

172.21.1.9
Snortsensor ?

172.21.4.0

172.21.4.10
Supervisor.albastru.ex

BACKOFFICE MANAGEMENT

Eth0=incoming
172.21.1.1:10000

root:EuRu1es, endast webmin
svimes:foobar, UID 1001

172.21.4.1:10000
172.21.3.254:10000

Webmin
root:password, endast webmin

evil:abc123=UID 1001
owned242:abc123=UID 0

172.21.2.0

172.21.2.1:10000
172.21.1.254:10000

root:password, endast webmin
owned:abc123=UID 0

172.21.3.0

172.21.3.1:10000
172.21.2.254:10000

root:password, endast webmin

172.21.3.27

172.21.3.60 172.21.3.70

172.21.3.54 172.21.3.54:80

172.20.2.0

172.20.1.2
Dns.blekitny.ex

172.19.4.114
http://172.19.4.114 (Fanuc)

21,80,502

172.19.4.214
XP

135/tcp

10.100.5.0

10.100.5.20710.100.5.1

172.18.1.1:10000
root:password, endast webmin

172.19.1.1:10000
root:EuRu1es, endast webmin

172.17.3.1
172.17.2.254

root:password, endast webmin

172.17.4.1
172.17.3.254

root:password, endast webmin
owned:abc123, UID=0

172.17.2.1
172.17.1.254

root:password, endast webmin

172.18.3.1
172.18.2.254

root:password, endast webmin

172.18.2.1
172.18.1.254

root:password, endast webmin

172.19.2.1:10000
172.19.1.254:10000

root:password, endast webmin

172.19.3.1:10000
172.19.2.254:10000

root:password, endast webmin

172.20.1.1:10000
root:EuRu1es, endast webmin

172.20.4.1:10000
172.20.3.254:10000

root:password, endast webmin
owned:abc123, UID=0

172.20.2.1:10000
172.20.1.254:10000

root:password, endast webmin

172.20.3.1:10000
172.20.2.254:10000

root:password, endast webmin

172.21.2.5 172.21.2.8 172.21.2.10

172.21.2.12

172.21.2.22 172.21.2.25 172.21.2.26

172.21.2.14 172.21.2.16

172.21.2.17 172.21.2.19 172.21.2.20

172.21.1.10
news.albastru.ex

172.17.4.112
http://172.17.4.112 (Fanuc)

21,80,502

172.18.4.113
Fanuc

172.18.4.213

172.20.1.3
ntp.blekitny.ex

sale:nicole1

172.20.4.15
Fanuc

172.20.1.4
portal.blekitny.ex

172.20.1.5
www.blekitny.ex

172.20.1.6
historian.blekitny.ex

172.20.1.10
news.blekitny.ex

172.16.45.21
Aftonpressen.ex

172.16.45.22
Dagenssanning.ex

172.16.45.23
Exbladet.ex

172.16.45.24
Jba.ex

172.16.45.25
Krisinformation.ex

172.16.45.26
Mailbomb.ex

172.16.45.27
Mittel.ex

172.16.45.28
Naturel.ex

172.16.45.29
Norrel.ex

172.16.45.30
Sass.ex

172.16.45.31
Sfs.ex

172.16.45.32
spiff.ex

172.16.45.33
Sydel.ex

172.16.45.34
Vindelleaks.ex

FOI Övning ”SMIA” 111010 – 111013

Kartläggning från RED-TEAM

Ingångsvärden

Målnät:

10.0.0.0 /8

172.16.0.0 /12

10.110.48.141
OP5
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